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Organizations rely on customer information to design new products and offer new services. However,
people should not share their personal information online. We produced and tested a model of
information disclosure. While prior work focused on the effects of trust and its relationship to risk in
determining intent to disclose information, we assumed that information relevance was a critical
antecedent to disclosure and that both relevance and trust could alleviate perceptions of risk associated
with disclosure, thereby increasing peoples’ intentions to disclose information. We tested our model
using 264 subjects in an experimental setting. The results showed the importance of relevance on
intentions to disclose information – allowing us to draw implications for practice about voluntary
information disclosure in online settings.
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1. Introduction
Today, people demand greater product variety at lower prices,
but this means that the provider needs personal information about
their customers as a source of long-term competitive advantage.
The online environment is particularly suitable for acquiring such
information. The US FTC reported that 99% of online companies
collect personal information from individuals visiting their web
sites.
Ideally, collecting information and building customer proﬁles
that provide buying patterns and behavior can create a win–win
situation for both parties. However, despite the fact that more than
126 million adults in the US rely on the Web for communication,
information, and shopping, they are still uncomfortable when
sharing information over the Internet.
Customer information can be solicited explicitly (with surveys)
or tracked implicitly (by monitoring transactions). In our study, we
sought to understand customer feelings when information was
explicitly solicited. We examined the question: What are the factors
that affect an individual’s intent to voluntarily disclose personal
information to a website?

* Corresponding author. Tel.: +1 315 445 4432; fax: +1 315 455 4787.
E-mail address: zimmejoc@lemoyne.edu (J.C. Zimmer).
0378-7206/$ – see front matter ß 2009 Elsevier B.V. All rights reserved.
doi:10.1016/j.im.2009.12.003

When engaging in e-commerce the disclosure is not voluntary.
The individual must provide information to complete the transaction. Thus purchasing an object on line was outside the bounds of
our study. Filling out an opinion survey about product preferences
is, however, an example of voluntary information disclosure and it
thus fell within the boundary of our study. People are aware of the
inherent value of personal information and do not indiscriminately
share it, though, they sometimes do. We chose to view a disclosure
as a situation having a great degree of initial friction. An individual
will not disclose information until the recipient (e.g., an
organization) takes steps to reduce that friction. One mechanism
that organizations use is trust, which often has to be extended in
order to build a trusting relationship.
We took a more utilitarian view and argued that information
relevance will also reduce friction allowing disclosure without
having to ﬁrst build trust. Individuals are suspicious when asked
for irrelevant information; suspicion increases distrust by diminishing the likelihood of disclosure. Thus organizations should try to
increase customer trust, they can attempt to reduce friction by
requesting only relevant information.
We propose that both relevance and trust can alleviate
perceptions of risk of disclosure, thus increasing intention to
disclose information. We developed and tested a theoretical model
using 264 subjects in an experimental setting to test our
hypotheses.
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Table 1
Disclosure and its components.
Author

Constructs

Dinev and Hart [1]

Privacy, privacy risk, Internet trust,
personal Internet interest
Willingness to disclose
Privacy, information quantity, information
sensitivity
Privacy, information sensitivity, trust, risk
Information sensitivity, privacy concerns
Privacy assurances, e-tailer reputation
Website privacy protection, privacy concerns,
online experience, regard for company,
prior disclosure, trust for website
Trust, risk, usefulness, ease of use
Privacy
Privacy, trust

Hui et al. [4]
Malhotra et al. [6]
Metzger [11]
Metzger [10]
Metzger [9]

Pavlou [15]
Schwaig et al. [17]
Tang et al. [18]

2. Literature review and theory development
2.1. Theory of reasoned action
Since disclosure behavior is a voluntary, the theory of reasoned
action (TRA) is an appropriate way to view it. Consistent with
expectancy theory, positive or negative attitudes are formed
depending on the participant’s expectations of an outcome. The
question then is: what are the appropriate beliefs as antecedents to
these attitudes and behavior? Studies have identiﬁed numerous
factors that impact intention to disclose private information to a
website. As can be seen in Table 1 studies in information disclosure
have focused on privacy, trust, and risk.
One way to inﬂuence disclosure is to address the consumer’s
privacy concerns. The US FTC has established a set of fair
information practices designed to provide adequate privacy
protection. Schwaig et al. surveyed the state of privacy among
Fortune 500 companies [17]. While most of them had privacy
policies on their homepage, very few fully protect consumer
information in all aspects of the guidelines.
Another recent work in the online context is Malhotra et al.’s
investigation of information privacy concerns of Internet users [6].
Their ﬁndings indicated that their concerns negatively impacted
behavioral intentions to disclose information due to perceptions of
trust and risk; there may, however, be other forms of belief that
play a role in consumer behavior. In our study, we looked beyond
privacy concerns and developed a model that examined beliefs
that shaped an individuals’ intent to disclose information to
websites. We proposed that intent to disclose was formed by
attitudes that depend on the salient beliefs of trust, risk, and
information relevance. We framed these beliefs through the lens of
transaction costs.
2.2. Transaction cost economics
Transaction cost theory (TCT) was used to analyze the
relationship between an organization and a customer. When a
person disclosed information to an organization there is a
transaction cost that changed the individuals’ beliefs (i.e.,
transaction costs); if organizations could implement policies that
reduced these costs, they could reduce opposition to disclosure.
Transaction costs can be considered to be made of two parts:
Coordination ! the cost of exchanging information and transaction
risk ! the possibility that the other party in the transaction will
not comply with its responsibilities [3]. In our study, coordination
costs are minimal, since the transaction is run on the Web. We
therefore focused on the risk, since a customer will not be able to
make sure whether the organization will protect or release the

information. We posit that risk of information disclosure is a
central belief associated with attitudes towards disclosure
behavior.
Transaction risk increases with uncertainty due to information
asymmetry among the parties. The individual disclosing information is uncertain about the seller’s opportunism and the
organizational security [16]. Consumers that trust the website
believe that there is less uncertainty about usage of information by
the organization and, in turn, this reduces transaction risk seen by
the customer.
Another important factor is asset speciﬁcity; the transferability
of the asset (information) to another transaction. If the item is
highly asset speciﬁc, then it only has value in one exchange. We
argue that high asset speciﬁc information could actually minimize
transaction risk. In classical TCT, asset speciﬁc investments
increase the risk of opportunistic behavior, increasing transaction
costs. Here, we are not concerned with investments, but the
signaling aspects of information during the exchange; this could
lower transaction risk. By collecting information germane to the
operation and content of the website (e.g. medical information at a
medical website) organizations reduce the perceived risk associated with disclosure. In contrast, an organization that collects
information that seems to have no relevance to the website signals
higher risk to the consumer. We therefore hypothesize that the
relevance of information requested from individuals mitigates the
perceived disclosure risk. Fig. 1 shows our research model.
2.3. Constructs
2.3.1. Trust in a website
Trust has been rigorously investigated [2,14]. When people
evince trust, they assume that the trusted party will not take
advantage of them though they do not have control over the
outcome. Trust can be viewed as either rational or social. The
rational view centers on the opportunistic behavior of others.
Increase in trust minimizes transaction costs because individuals
must engage in less self-protection: the likelihood of opportunistic
behavior is perceived to be less. The social view focuses on the
moral duty of the individuals. They help or trust others because
they perceive it to be morally appropriate. We adopted a rational
view.
People today ﬁnd themselves conducting transactions in
uncertain e-environments. Developing and maintaining trust
online is harder than in the ofﬂine, because there is little guarantee
that online ﬁrms will not engage in undesirable, unethical, or
opportunistic behaviors. Consequently, there is a lack of trust in
technical and institutional competence or intent in protecting
personal customer information [8]. An individual interacting with
a website intuitively knows that it is an online expression of people
in the organization and that they are responsible for any violation
or breach.
McKnight and Chervany [7] developed a trust typology; they
argued that disclosing personal information worried the individual
because an organization tends to act in its own best interests, not
necessarily delivering what was promised. This is to the opposite of
trusting belief: implicit in them are characteristics of competence
(the trustee can do what the truster needs), benevolence (the
trustee cares for and will act in the truster’s best interests), and
integrity (the trustee will act honestly and fulﬁll its promises).
Trust in website was the construct we used.
2.3.2. Risk
Risk is the product of the uncertainty of an event and the
seriousness of its outcome. When the risk of a transaction
increases, costs incurred in its prevention increase; consumers
are also reluctant to complete online transactions due to their

J.C. Zimmer et al. / Information & Management 47 (2010) 115–123

117

Fig. 1. Proposed research model.

Table 2
Model constructs and their deﬁnitions.
Construct

Deﬁnition

Trust in website

Trusting beliefs: belief that the website is benevolent, competent, or honest in handling personal information
Trusting intention: decision to make oneself vulnerable to the website
The expectation of a high potential loss of control over the disclosed personal information to a website
The information to be disclosed is perceived to be useful or legitimate to the function of the website
The degree to which an individual has favorable or unfavorable evaluation or appraisal of the disclosure behavior
Individual’s willingness to share her information to a website

Risk
Relevance
Attitude
Intent

perception of risk. We deﬁne risk beliefs (see Table 2) as the
expectation of a high probability of loss of control over disclosed
personal information to a website. Sharing personal information
makes one vulnerable to loss of privacy, information misuse, or
even identity theft, resulting in both social and ﬁnancial loss.
2.3.3. Relevance
Within information science the subjective relevance of a
document consists of topicality relevance (the way it relates to
the subject of interest), cognitive relevance (how it impacts the
state of knowledge), situational relevance (its pragmatic utility),
and affective relevance (the emotional reaction one has to it) [19].
For our research in the context of a website requesting information
from a consumer, information is relevant only if it is perceived as
legitimate or useful for the function or purpose of the website (see
Table 2). So, we use subjective topicality as the appropriate concept
of relevance in our context.
Several authors have found that workers felt that their privacy
was invaded when apparently irrelevant information was collected. The relevance of descriptive information was found to affect an
individual’s decision making process when presented with a
choice. The information was also perceived to be more helpful
based on its level of relevance.
Evidence suggests that relevance is context speciﬁc, affects
perceptions of utility, and varies from one individual to another.
Therefore, when a person is asked to disclose a speciﬁc piece of
information to a particular website, the perception of relevance
shapes beliefs regarding subsequent use (and risks) of the
information after disclosure.

2.3.4. Control variable: usefulness of the website
Perceived usefulness affects individuals’ intention to use IT. Our
focus is not on quid pro quo arrangements where individuals
disclose information in return for something useful but on factors
that inﬂuence voluntary disclosure. We therefore controlled the
direct effects of perceived website usefulness on intent to disclose.
Table 2 provides a summary of the constructs used in our study and
their deﬁnitions.
2.4. Hypotheses
Consumers that trust a website believe that there is more
predictability regarding usage of information by the exchange
party, reducing transaction risk for the consumer. We extended
these concepts in a voluntary information disclosure context. We
expected that trust would reduce the perceptions of risk in a
voluntary context, or more formally:
H1. Trust in website will negatively inﬂuence risk perceptions of
disclosing information.
Based on the transaction cost arguments, we also proposed that
trust and risk will have a direct inﬂuence on attitude toward
disclosure. Thus we hypothesized:
H2. Trust in website will positively inﬂuence user attitudes toward information disclosure.
H3. Risk will negatively inﬂuence user attitudes toward information disclosure.
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In a disclosure situation, requested information that is
perceived as non-relevant would be assumed to be used for
purposes other than the stated functions of the website. This would
raise transaction risk by heightening concern about negative
consequences of disclosure. Consequently this would affect
attitude towards disclosure negatively [10,13]. Thus we hypothesized:
H4. Relevance of information asked will negatively inﬂuence risk
perceptions of disclosing information.
H5. Relevance of information asked will positively inﬂuence user
attitudes toward information disclosure.
We deﬁned intent to disclose as ‘‘an individual’s willingness to
share information to a website’’. Because behavioral intention is
known as a reliable predictor of actual behavior, we used it as a
proxy for actual disclosure behavior and further hypothesized:
H6. Attitude toward information disclosure will positively affect
users’ intent to disclose information online.

A pilot study was next conducted with 35 students. The
administrators had all subjects browse the website in order to
familiarize themselves with the content by having them complete
speciﬁc tasks. Debrieﬁng sessions with participants revealed a few
minor issues with the instructions used to familiarize participants
with the website: minor changes were made until participants
indicated that they were comfortable with the content and the
time required to complete the exercise and survey. The complete
instrument is displayed in Appendix A.
3.3. Website selection
An e-commerce website would not be suitable for our research
because it has a legitimate business need for personal information
from its users. We were interested in disclosure in a voluntary
basis, where the protection of the individual’s information was
uncertain. We also required a website that was not selling a good or
service. To meet our criteria, participants were therefore shown a
real medical website, WebMD, whose content was free of charge. It
offered an online community that could be joined by individuals
and in which basic information was collected (see Appendix C).

3. Research method
3.4. Type of information collected
To test our hypotheses we used a quasi-experimental methodology where participants experienced and reacted to a website. This
approach allowed some control over how the participants interacted. All participants viewed the same site and ﬁrst received a set of
instructions for tasks designed by the research team to familiarize
them with many of its features. Once the participants had completed
them, participants ﬁlled out the survey.
3.1. Sample
The data for our study was gathered using an online survey
administered to undergraduate students taking a management
course at a large US university. Since online consumers tend to be
younger and better educated than the general population, students
were seen as appropriate participants and our ﬁndings had direct
implications for e-business functions.
A total of 1000 students were invited to participate voluntarily
in the survey. Data from 264 students were collected: a 26.4%
participation rate. Respondents were assured conﬁdentiality and
screened to make sure they were familiar with computers and the
Internet, and also that past experience with the target website
would not compromise the results.
3.2. Measures
To measure each construct, we used previously developed and
validated scales from the literature. Eleven trust items were
incorporated from McKnight et al.’s paper reﬂecting trusting
beliefs and trusting intentions. Five risk items were constructed
from Jarvenpaa et al.’s [5] cross-cultural e-commerce study.
Consistent with TRA, items on attitude toward disclosure and
intent to disclose were reworded to be appropriate for our setting.
We adapted ﬁve relevance items from Mishra et al. [12], who
deﬁned relevance as ‘‘the degree to which the product stimulus
information is useful in distinguishing between objects in a choice
set.’’ The items were reﬂected in questions that asked the
respondents whether the information was ‘‘relevant’’, ‘‘useful’’,
‘‘important’’, ‘‘meaningful’’, or ‘‘helpful’’ to ﬁrms.
The initial instrument was pre-tested with eleven doctoral
students and faculty. Although the respondents indicated that the
instrument was generally clear, they expressed concerns about the
wording of some items. We reworded them and repeated the
pretest until the pretesters did not identify any further problems.

WebMD has a legitimate business need: to meet it, users must
disclose personal information. To test the relationship among our
constructs, respondents had to state their feelings about giving the
data. Because not all of the information is equally risky or sensitive,
we collected data about four different types. We expected to ﬁnd the
same pattern of relationships regardless of information requested,
but the strength of the relationships might change as a function of
the sensitivity and riskiness of a particular piece of information.
We developed a list of potential parts that WebMD might
legitimately request if it wanted to learn more about its users; we
then grouped the list into four parts that varied in sensitivity and
riskiness. The information we used in the study was e-mail
address, postal address, weight, and medical history. The
information varied in degree of risk without being highly risky
or trivial. It could be used by WebMD to better understand its
customers and improve its website; e.g., by providing articles or
links on weight loss programs.
3.5. Study procedure
Before participants completed our survey, all were given a
speciﬁc set of instructions, ﬁnely tuned through pre- and pilottesting. The instructions contained a set of tasks to be completed at
the WebMD site to familiarize participants with the content and
have a uniform perception of trust, risk, and relevance. All
participants requested information about the common cold and
diabetes. These medical conditions were selected because students
would be expected to know something about the common cold and
could judge the information presented. Diabetes was selected
because students would not be expected to be as familiar with it,
but could still reasonably judge the quality of the information
presented. We also directed the participants to view WebMDs
privacy policy. Accomplishing these tasks took approximately
7 min, which was deemed sufﬁcient time to allow feelings of trust,
risk, and relevance of the information to develop. After interacting
with the website, the subjects were moved to an online
questionnaire that was used to measure the study constructs.
4. Results
We used SEM to analyze the data. This provided us the ability to
analyze the measurement model before estimating the structural
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Table 3
Univariate ANOVA results.
Risk

Item
Item
Item
Item
Item

1
2
3
4
5

Relevance

Attitude

F

MSE

p

F

MSE

p

F

MSE

p

103
85
98
86
68

2.05
1.96
2.21
1.87
2.24

0.0001
0.0001
0.0001
0.0001
0.0001

39
22
20
25
25

2.88
2.82
2.91
2.94
2.93

0.0001
0.0001
0.0001
0.0001
0.0001

40
42
37
43
–

2.01
1.92
2.01
1.90
–

0.0001
0.0001
0.0001
0.0001
–

model. Our unit of analysis for trust of the website, while the unit
of analysis for the other constructs was the information disclosed
on it. By a carefully review of the target website the research team
arrived at e-mail address, postal address, weight, and medical
history as items such a website could be expected to request from
its users.
4.1. Manipulation checks
We expect users of the site to perceive different amounts of risk,
relevance, and attitudes about disclosing each of the four different
types of information.
To see if the participants perceived different amounts or risk
among the information types, we conducted a MANOVA using the
ﬁve risk items. Apparently, participants did perceive different
levels of risk (Wilks’ L = 0.73, F(15, 2584.3) = 21.2, p < 0.0001). We
then tested the relevance items in the same manner and found that
participants perceived different levels of relevance among the four
items (Wilks’ L = 0.87, F(15, 2584.3) = 9.07, p < 0.0001). Lastly, we
tested the attitude toward disclosure and found that participants
also had a mean difference in their attitude toward disclosure
(Wilks’ L = 0.85, F(15, 2584.3) = 12.7, p < 0.0001). The associated
univariate ANOVAs are shown in Table 3, which all had mean
differences among the items for each construct.
Based on the results of the manipulation checks we were
satisﬁed that the participants did perceive differences in the risk
and relevance of the four pieces of information selected for
inclusion in our study. Further we were satisﬁed that participants
had different attitudes toward disclosing these four different
pieces of information.
4.2. Validity and reliability
Before testing the hypotheses we assessed the validity and
reliability of the constructs. To assess reliability we calculated the
Cronbach’s a for each construct and the average variance extracted
(AVE). Table 4 shows the results of the reliabilities tests and the
latent factor means, standard deviations, and correlations.
To assess construct validity we conducted an exploratory factor
analysis with a varimax rotation of all constructs. Fourteen factors
emerged corresponding to the named constructs (see Table 6 and
Table 7 in Appendix B). All the items loaded onto the expected
factors with only one item cross loading in excess of .40 on another
factor, and only 5 items cross loaded in excess of .30. From this, we
can assume that the data demonstrated good construct validity.
Despite all items loading cleanly, contrary to expectations, trust
yielded a single factor instead of three. To verify that trust consists
of three factors, we ran another EFA with only the trust variables
included. Since we expected the three dimensions were correlated,
we used an oblique rotation which allowed the factors to correlate.
When analyzed alone, the three expected dimensions of trust were
observed (see Table 8 in Appendix B). These results suggested that,
while trust consisted of three factors, the variance between them
analyzed simultaneously in the ﬁrst EFA overwhelmed the within

trust variance, but that when analyzed alone, trust did factor into
its three theorized factors.
4.3. Hypothesis testing
We followed a two-step approach in our analysis, where we
ﬁrst analyzed the measurement model then the structural model.
This allowed us to test both the convergent and discriminant
validity of the measurement model and the nomological validity of
the structural model. We used SEM package EQS 6.1 (build 83).
4.3.1. Measurement model
To evaluate the measurement model, we created our latent
factors and instead of creating causal paths, allowed all latent
factors to freely covary with each other. This showed that the
measurement model was valid and that the data had good
convergent and discriminant validity.
We checked for multivariate normality by using a normalized
kurtosis estimate, where an estimate in excess of 10 indicates
nonnormality, while estimates over 20 indicates a more serious
problem. The estimate for our model was 109 which clearly
indicated nonnormality. We addressed this by using robust
estimates which corrected for the effects of nonnormality.
In assessing the measurement model, once the effects of
common method bias are removed, the Satorra–Bentler
x22223 ¼ 3240, p < 0.0001. The model x2 represents a test of
the difference between an overidentiﬁed model and a just
identiﬁed model. Ideally the model x2 would not be signiﬁcant,
but this test alone makes too many unrealistic assumptions
about the data. A better indicator of model ﬁt is to use the
normed x2 (dividing the model x2 by its degrees of freedom). For
our sample the normed x2 is 1.45. While no clear guidelines
about a minimum acceptable value for the normed x2 exist, our
observed value is quite low. The normed x2 is still susceptible to
sample size effects and reliance upon it alone is not recommended in determining model ﬁt.
To further ascertain the ﬁt of our model, we used the
comparative ﬁt index (CFI), the Bentler–Bonnett non-normed ﬁt
index (BBNFI), and the root mean square of approximation
(RMSEA). All these are robust to violations of multivariate
normality and provide an accurate measure of model ﬁt. A value
of 1 for the CFI and BBNFI indicate a perfect ﬁt, and values above
0.90 indicate an acceptable level of ﬁt. The CFI was 0.95 and the
BBNFI was 0.94 both indicating good ﬁt. The RMSEA reﬂected the
degree of misspeciﬁcation, hence the less it is, the lower the RMSEA
should be. To demonstrate good ﬁt, the RMSEA should be less than
0.08. For our sample, the RMSEA was 0.04 demonstrating good ﬁt.
Overall the results of the measurement model showed good ﬁt;
hence it was appropriate to test the structural hypotheses.
4.3.2. The structural model
We ran another SEM model with the structural paths included.
It allowed us to test the full model across the four pieces of
information at the same time, despite the data being at different
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Table 4
Means, standard deviations, correlations, Cronbach’s a, and AVEs for study constructs.
x̄

SD

a

Intent
email

Trust
wt

mail

med

Risk

dim1

dim2

dim3

email

Intent
email
wt
mail
med

4.26
5.64
3.02
3.94

1.80
1.50
1.68
1.90

1
1
1
1

1
0.29
0.52
0.36

1
0.20
0.39

1
0.50

1

Trust
dim1
dim2
dim3

4.94
4.90
5.15

1.03
0.94
0.99

0.84
0.93
0.92

0.25
0.24
0.23

0.29
0.19
0.22

0.18
0.14
0.13

0.21
0.19
0.22

0.55
0.75
0.71

0.60
0.78

0.63

Risk
email
mail
med
wt

3.43
3.88
3.92
2.78

0.81
0.98
1.00
0.81

0.56
0.65
0.64
0.58

0.46
0.23
0.30
0.14

0.08
0.06
0.20
0.44

0.32
0.43
0.27
0.08

0.08
0.19
0.52
0.24

0.23
0.17
0.12
0.22

0.17
0.17
0.17
0.16

0.18
0.18
0.19
0.18

0.70
0.47
0.28
0.26

Relevance
email
mail
med
wt

3.76
2.94
4.19
3.93

1.46
1.56
1.58
1.66

0.93
0.96
0.95
0.97

0.46
0.19
0.33
0.27

0.14
0.03
0.37
0.43

0.35
0.46
0.34
0.22

0.21
0.16
0.55
0.43

0.18
0.07
0.25
0.28

0.19
0.03
0.25
0.29

0.18
0.06
0.28
0.21

0.22
0.12
0.10
0.03

Attitude
email
mail
med
wt

3.92
3.30
4.02
4.66

1.16
1.29
1.56
1.28

0.93
0.95
0.96
0.97

0.70
0.31
0.35
0.27

0.20
0.07
0.32
0.58

0.43
0.62
0.35
0.19

0.35
0.35
0.74
0.45

0.37
0.21
0.29
0.34

0.31
0.18
0.30
0.31

0.31
0.18
0.30
0.29

0.51
0.30
0.11
0.10

5.13

1.22

0.92

0.36

0.38

0.10

0.27

0.44

0.43

0.52

0.17

Use

Risk
mail
Risk
mail
med
wt

Relevance
med

wt

Attitude

email

mail

med

wt

Use

email

mail

med

wt

0.57
0.42
0.17

0.73
0.21

0.79

Relevance
email
mail
med
wt

0.21
0.25
0.16
0.13

0.14
0.09
0.30
0.19

0.02
0.05
0.27
0.19

0.72
0.58
0.38
0.38

0.75
0.36
0.25

0.78
0.60

0.77

Attitude
email
mail
med
wt

0.28
0.50
0.15
0.10

0.29
0.30
0.47
0.22

0.18
0.09
0.34
0.41

0.42
0.30
0.17
0.19

0.17
0.43
0.08
0.03

0.29
0.27
0.56
0.45

0.23
0.20
0.51
0.56

0.37
0.49
0.42
0.31

0.78
0.39
0.16

0.75
0.59

0.84

Use

0.16

0.26

0.23

0.18

0.01

0.29

0.32

0.32

0.18

0.33

0.34

0.71

Values on the diagonal are the AVE for the construct.

levels of analysis. We included a method factor in this analysis to
address common method variance.
The model was found to ﬁt the data well. We assessed ﬁt by
investigating the Satorra–Bentler x22598 ¼ 4130, p < 0.0001. The
normed x2 = 1.59, which is under 2, providing evidence of good ﬁt.
The CFI was 0.92 and the BBNFI was 0.92 both indicating good ﬁt.
Lastly the RMSEA was 0.05 also demonstrating good ﬁt.
As can be seen in Fig. 2, the structural model showed strong
support for all six of the hypotheses. While the magnitudes varied,
the signiﬁcance of the results held across all four pieces of
information. Hypotheses 1 and 4 were fully supported and both
constructs explained between 11 and 17% of the variance
depending on the piece of information. Hypotheses 2, 3, and 5
were supported and when combined they accounted for 47–52% of
the variance in attitude, depending on the piece of information.
Lastly Hypothesis 6 was supported. Thus attitude and the control
variable use explained anywhere from 38% to 61% of the variance
in intent.

In looking at the similarities in the path loadings and the similar
R2 values (see Fig. 2), we surmised that, though the participants
perceived differences in risk, relevance and attitude for the four
pieces of information, the relationships between the constructs
were similar and that the data could be combined so that a single
model could explain the effects of the constructs.
4.4. Post hoc analyses
To test to see whether the data could be combined, we
constrained the structural paths to be equal across all constructs.
When testing we constrained each path in Fig. 1 to be equal for all
four pieces of information. If the constrained model then showed
acceptable ﬁt indices, it indicated that the data could be combined
and a single model analyzed. The Satorra–Bentler x22673 ¼ 4460,
p < 0.0001. The normed x2 = 1.67, which, being under 2 provided
evidence of good ﬁt, as did the CFI of 0.91 and the BBNFI of 0.91.
Lastly the RMSEA was 0.050 which also demonstrated good ﬁt.
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Fig. 2. Structural model results. Paths marked with * are signiﬁcant (p < 0.05).

We then aggregated the data and retested the measurement
and structural model, treating all four pieces of information as
equivalent. For the measurement model, the Satorra–Bentler
x2384 ¼ 1680, p < 0.0001. The normed x2 = 4.37, which was higher
than when the pieces of information were analyzed separately. The
normed x2 was still under the upper range of a normally acceptable
level. The CFI was 0.95 and the BBNFI was 0.94 both indicating
good ﬁt. Lastly the RMSEA was 0.060 demonstrating good ﬁt. For
the structural model, the Satorra–Bentler x2393 ¼ 1720, p < 0.0001.
The normed x2 = 4.36, which, like the measurement model, was
higher than when the pieces of information were analyzed
separately, but less than the upper range of a normally acceptable
level. The CFI was 0.95 and the BBNFI was 0.94 both indicating
good ﬁt. Lastly the RMSEA was 0.060 demonstrating good ﬁt. The
structural paths for the aggregated analysis are shown in Fig. 3. All
hypotheses were supported.

4.5. Limitations
One limitation relates to our sample. The literature is mixed on
the suitability of using students for business research. Some argue
that students fundamentally differ from the rest of the population
and that generalizations beyond the student population are
unwarranted. However we wished to generalize to a population
using online technologies. Such consumers tend to be younger and
better educated than ofﬂine consumers. However, to the extent
that students do not represent typical users of WebMD or the
broader population that uses websites, this sample limits
generalizability of our results (Table 5).
One of the problems that researchers face is the possible
existence of common method variance. It is of concern when a
systematic inﬂation appears in the correlation of constructs
matrix. To address this, we added a factor in our measurement

Fig. 3. Aggregated structural model results. Paths marked with * are signiﬁcant (p < 0.05).
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Table 5
Review of hypotheses.
Hypotheses

Support

H1:
H2:
H3:
H4:
H5:
H6:

Yes
Yes
Yes
Yes
Yes
Yes

Trust in website will decrease risk perceptions of disclosing information.
Trust in website will positively inﬂuence user attitudes toward information disclosure.
Perceived risk will negatively inﬂuence user attitudes toward information disclosure.
Relevance of information asked will decrease risk perceptions of disclosing information.
Relevance of information asked will positively inﬂuence user attitudes toward information disclosure.
Attitude toward information disclosure will positively affect users’ intent to disclose information online.

and structural models that loaded on all variables, thereby
addressing the possibility that a single factor could explain our
ﬁndings. This did not adversely impact the results, either by
causing misﬁt issues or signiﬁcant loadings. We also used different
scale anchors to address method variance. By mixing the use of
Likert and semantic differential scales we used multiple methods
to measure our constructs. Lastly by collecting data on four types of
information, the relationships holding across all four showed that
our results were robust.
Another potential limitation concerns the temporal aspects of
measuring trust in website construct. We captured a static
measure of trust – without formally controlling for prior familiarity
with the website. The respondents generally indicated a lack of
experience with Web MD and, given their age, we accepted this
general assessment. However, experience with a website could
have already built a trust relationship between the user and the
website.

reduced risk perception and developed a favorable attitude toward
disclosure.
6. Conclusion
Customer information is a valuable resource that can help ﬁrms
achieve a competitive advantage in today’s rapidly changing
marketplace. Using customer information, ﬁrms strive to distinguish
their products and services from the competition by better matching
customer needs. Our study is a step in developing a more robust
understanding of voluntary information disclosure in online settings.
Appendix A. Supplementary data
Supplementary data associated with this article can be found, in
the online version, at doi:10.1016/j.im.2009.12.003.
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this is the ﬁrst study in which it was tested in the nomological
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formed positive attitudes towards disclosing information when
they believed that the information requested was relevant.
Consistent with prior research, trust in website had a similar
affect on risk and attitude.
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prior work had investigated trust and risk in an e-commerce
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5.1. Practical implications
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trust enhancing designs disclose (displaying seals or providing
links to privacy policies) to encourage it. Trust varies from person
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(in the short run). Our results showed that higher relevance
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