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Abstract—Next generation wireless networks utilizing millimeter waves (mm-waves) achieve extremely high data rates
using narrow signal beams. Featuring a high directivity and
being susceptible to blockage by objects, mm-waves are often
assumed to be hard to intercept. However, small-scale objects
within the beam cause reflections, thus enabling eavesdroppers to
receive the signal from the outside. In this paper, we practically
demonstrate the vast impact that inconspicuous objects might
have on mm-wave security. Experiments on our novel mmwave software defined radio (SDR) testbed highlight that even
centimeter-scale reflectors make eavesdropping from outside the
signal beam possible. More sophisticated objects increase the
signal strength of the reflected signal or allow the attacker to
choose its location with more latitude. Modern communication
devices with metal surfaces like mobile phones or laptops cause
sufficient reflections for eavesdropping as well; signals will bounce
off the intended receiver. With our experiments, we demonstrate
empirically that reflections enable potential attackers to achieve
a received signal strength as high as that of the intended receiver
with only a minimal impact on the receiver’s performance.
For blockages that do not impact the quality of the reception,
reflections decrease the secrecy capacity by 32%. When tolerating
small signal blockage towards the intended receiver, the attacker
overcomes any inherent security of narrow beams and reduces
the secrecy capacity to zero.

I. I NTRODUCTION
The wide bandwidth available in mm-wave bands such as
60 GHz enables higher data rates compared to legacy bands
such as 2.4 and 5 GHz. Because path loss increases quadratically with carrier frequency, high antenna directionalities are
required to realize links at WLAN scale distances. Indeed, the
IEEE 802.11ad standard specifies beamwidths as small as 3
degrees [1]. Because of the narrow beamwidth, it is often
asserted that mm-wave networks are inherently resilient to
eavesdropping. It is assumed that eavesdropping would be
infeasible if the eavesdropper was forced to locate itself within
several degrees of the path between the transmitter and the
receiver [2], [3].
In this paper, we show that eavesdroppers can successfully
intercept even highly directional transmissions by creating a
virtual periscope using a small-scale object as a reflector.
Prior measurement studies have established that mm-wave
signals reflect off of large scale surfaces such as walls and
buildings [4]. However, this would make eavesdropping obvious to the receiver, as a large scale reflector would block
the communication. In contrast, we show that a small-scale
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Fig. 1. Small-scale object exploited by an eavesdropper to create a virtual
periscope and reflect the signal out of the intended signal beam.

reflector can enable eavesdropping by simultaneously being
sufficiently small to not impede the highly directive communication between the intended transmitter and receiver, and being
sufficiently large or having sufficient geometric and material
properties to enable the eavesdropper to decode a reflected
signal (see Figure 1).
We consider three classes of attackers:
•

•

•

Object manipulator. This attacker tampers with the
environment, e.g., by placing or moving small-scale
physical objects. By carefully placing/manipulating
objects in proximity of the signal beam, the attacker
causes reflections and even directs these towards its
eavesdropping antennas.
Nomadic attacker. This attacker changes its position, but cannot directly manipulate physical objects
within the signal beam. Nomadic attackers do not
have to place any additional objects but instead find
a favorable location to exploit reflections from the
environment.
Opportunistic stationary attacker. This attacker neither
moves itself nor an environmental object (possibly to
avoid suspicion or because the attacker has only left
an eavesdropping ‘bug’ in a room). Consequently, this
attacker must solely rely on high reflections towards
its position from environmental objects within the
narrow beam of the intended communication.

To develop an understanding of the impact of these attacks,
we design and implement a mm-wave SDR-based testbed
environment based on the wireless open-access research platform (WARP) [5] and off-the-shelf 60 GHz transceivers. We
create a WLAN scenario comprising a transmitter and receiver
with highly directional antennas and place a variety of small
scale objects between them. For each object, we measure
the reflections towards an eavesdropper and the blockage

of the targeted transmission. We vary the shape, size, and
material of the object to represent a wide variety of common
small-scale objects spanning from coffee cups to cell phones.
Such objects could be placed in a particular location by the
object manipulator or represent those that are common in
the environment without object manipulation. We place the
eavesdropper in an exhaustive set of locations in order to
represent the nomadic attacker and also to evaluate the spatial
footprint of an opportunistic stationary attacker. Exemplary
experimental findings are as follows.
First, the object manipulator attack can be devastating. If
the attacker cannot control the orientation of the small-scale
object, a cylindrical object such as a coffee cup sufficiently
disperses the reflective signal to enable eavesdropping from
an extensive area. On the contrary, if the object manipulator
controls both the location and orientation of the small-scale
object, we show that a small concave object can be exploited to
focus energy towards the eavesdropper. For example, bending
a metal reflector leads to a received signal strength at the
eavesdropper as high as that at the intended receiver.
Second, for a particular placed object, we explore the
nomadic attack. Here, the eavesdropper exploits an existing
small-scale object and searches an acceptable location to
receive reflections. The nomadic eavesdropper seeks to find
such a location with minimal change in position to avoid
detection. We show that reflections with high signal strength
exist, privileged for eavesdropping.
Last, the opportunistic stationary attacker has a relatively
small footprint when aiming at high signal strength. Consequently, this attack likely needs to compensate for poor signal
quality. Besides using expensive antenna apertures this attack
might be distributed to be effective, e.g., with eavesdropping
elements planted throughout the physical space.
The remainder of this paper is structured as follows. We
provide a concise background on mm-wave propagation and
outline our system and adversary model in Section II. This
is followed by a description of our testbed implementation in
Section III. In Section IV, we conduct practical testbed experiments to evaluate our attack scenarios. Section V summarizes
related work on mm-wave communication and physical layer
security. Finally, we discuss our findings and conclude this
paper in Section VI.
II. S YSTEM AND A DVERSARY M ODEL
Our system model consists of three communication parties
(1) a transmitter Alice, (2) a receiver Bob, and (3) an eavesdropper Eve. Alice transmits a signal towards Bob that she
wants to keep secret from Eve by using a narrow beamwidth.
We assume that both antennas of Alice and Bob are perfectly
aligned and transmit in the optimal direction. Eve aims at
revealing information Alice sends to Bob without obstructing
it. She tries to receive reflections from objects in the signal
beam. For convenience, we assume that Eve uses the same
hardware as Alice and Bob. In terms of transmission, Eve acts
passively and is only listening for signals.
In the following, we concisely give mm-wave background,
set up a link budget model, describe all adversary models
in detail, provide information on the environment we are
considering, and discuss our performance metrics.

A. Background on mm-Waves
The carrier frequencies of mm-waves are between 30
and 300 GHz, so their wavelength is less than a centimeter.
This leads to different propagation phenomena than those
happening in lower frequencies. Without limitation, in the
following, we assume a typical carrier frequency of 60 GHz
and corresponding wavelength of 5 mm. Signals are subject to
high reflections and penetration [4]. Rough surfaces lead to
significant scattering effects while diffraction effects become
marginal [6]. These propagation effects of mm-waves call for
a fundamental rethinking of protocol and system design. The
high attenuation of mm-waves is a huge challenge when transmitting over long distances—highly-directional antennas or antenna arrays are required. These provide strong antenna gains
by narrowing their transmission beam. The IEEE 802.11ad
standard [7] specifies beamforming with antenna arrays to
achieve beamwidths of 3◦ . By using horn antennas with large
apertures, similar effects are achievable with just one antenna.
Our hardware features beamwidths of 7◦ at minimum. Outside
of the designated beam, the signal strength decreases massively
and decoding becomes impossible. The sender and receiver
align their beam using a sweeping and a beam refinement
protocol [1]. However, beamforming and antenna alignment
are still key challenges for mm-wave communication [3]. We
next provide a free space path loss (FSPL) model describing
the link budget in communication with reflections.
B. Link Budget
The FSPL model is a good approximation for the propagation loss experienced at a certain distance from the transmitter
in free space without any environmental obstacles. According
to [8], we compute the FSPL as
 4πdf 2
FSPL =
,
(1)
c
where f is the carrier frequency of the signal, d the distance
to the transmitter, and c the speed of light. Since the FSPL
increases with f 2 , it is significantly higher for mm-waves
compared to legacy frequency bands.
In this work, we consider objects inside the signal beam
that cause reflections and blockage. In the FSPL model, we
express this by summing in additional reflection gains and
blocking losses. The received signal strength over reflections
in decibel (dB) is expressed by
Pr [dB] = Ptx + Gtx − FSPLd + Gr + Grx ,

(2)

where Ptx is the transmitted power, Gtx and Grx are the antenna
gains at the transmitter and receiver, FSPLd denotes the FSPL
over a certain distance d, and Gr is the reflection gain. In terms
of blockage, the received signal strength is expressed by
Pb [dB] = Ptx + Gtx − FSPLd − Lb + Grx ,

(3)

where Lb denotes the blockage loss.
Assuming that all devices have identical hardware and
operate at the same beamwidth, which translates into Gtx =
Grx and Ptx being constants, the received signal strengths
only depend on the reflectivity, blockage and distance between devices. This implies that variations in distance can
compensate for bad reflectivity or blockage and vice versa.
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System model showing the setup of Alice, Bob and Eve with reflections of the signal beam on different shapes of objects.

Practical antennas for mm-waves achieve directivity gains
above 20 dB. Objects of different size, shape and orientation
may feature different characteristics. Although this model
does not incorporate any misalignment of the antennas and
reflectors, it provides a basic understanding of the scenarios
covered in this work and guides us in specifying the attacker
models in the following.

C. Attacker Models
Throughout this paper, we distinguish three attacker models, (1) the object manipulator moving and placing objects to
cause reflections towards a fixed eavesdropping position, (2)
the nomadic attacker moving itself and exploiting reflections
of existing objects in the environment it cannot change, and (3)
the opportunistic stationary attacker that can neither move nor
manipulate the environment and must try to eavesdrop from
its original location.
1) The object manipulator: This model considers Eve to
be located at a fixed position outside of the signal beam. From
there it is impossible to receive the signal directly. However,
Eve tampers with the environment and places arbitrary objects
to cause reflections towards her direction. She is able to steer
her antenna towards this object to optimally receive reflections
of the transmitted signal. By doing so, she aims at obtaining a
signal quality sufficient for information decoding. At the same
time, Eve tries to remain invisible to Alice and Bob by causing
only marginal blockage of the direct signal transmission.
2) The nomadic attacker: In contrast to the previous model,
Eve cannot change the environment but tries to exploit existing
environmental reflections. She can freely choose a location
outside the beam and steer her antenna towards any reflector
in the environment. Since she cannot affect the blockage at all,
Eve only aims at maximizing her received signal quality by
seeking for the optimal eavesdropping location and orientation.
Even though using existing objects might be harder, detecting
this attack is difficult because nothing in the environment
changes from normal operation.
3) The opportunistic stationary attacker: In the final
model, Eve can neither manipulate the environment nor move
herself to an optimal position. This means that Eve must
rely on environmental objects in the hope that the signal will
reflect towards her. Like for the nomadic attacker, Eve does
not affect blockage, but she can only steer her antenna from a
fixed location for best reception. This is the weakest adversary
model, but it makes Eve nearly impossible to detect because
nothing changes in the environment, including Eve herself.

D. Eavesdropping Topology & Environment
Throughout this paper, we assume reflecting objects to
be directly on the center line of the narrow beam between
Alice and Bob, which is the optimal case that causes both the
highest reflection and blockage. However, a reflector anywhere
within the signal beam can be used to perform the attack.
As illustrated in Figure 2, Bob receives the signal in the
shadow region, blocked by the reflecting object. Eve, outside
the direct signal beam, only receives the reflections bouncing
off the object. The reflecting object is considered with different
characteristics, in particular its reflectivity and blockage. Both
vary with different materials and sizes, but also with the
structure and shape of the object. We consider planar reflectors
(see Figure 2a) for which transmitted and reflected beams have
the same width, convex reflector shapes (see Figure 2b) that
disperse the signal to different directions, as well as concave
reflector shapes (see Figure 2c) that focus the signal towards
a certain focal point. In our analysis, we only encounter firstorder reflections and do not consider additional reflections on
multiple objects.
E. Performance Metrics
To evaluate performance, we measure both the signal
strength and bit error rate (BER) in transmission. From the
signal strength at Bob and Eve, we determine the effective
reflectivity and blockage of an object as
r = max (sEve ) / max (sopt )
b = 1 − (max (sBob ) / max (sopt ))

(4)
(5)

where sBob and sEve are the received signal strengths at
Bob and Eve in linear scale and sopt the optimal received
signal strength from a direct transmission without reflectors.
We further utilize the secrecy capacity [9] to express the
performance of eavesdropping as
cs = log10 (1 + sBob ) − log10 (1 + sEve )

(6)

and normalize this value to the maximum in optimal transmission. The secrecy capacity represents the advantage in signal
quality of Bob over Eve by residing in the beam. Its maximum
value of 1 means that Eve is unable to decode anything from
the signal. The lowest value of 0 indicates that the signal
strength at Eve is at least as high as at Bob which easily
facilitates eavesdropping. The effective blockage represents
attenuation of the signal by placing the reflector in the beam.
The reflectivity is the relative reflected signal strength compared to the signal strength at Bob in unblocked transmission.
The secrecy capacity considers both, blockage and reflectivity.
The eavesdropper’s goal is to lower the secrecy capacity while
reducing the effective blockage to stay undetected.
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Fig. 3. Hardware setup showing interconnection of WARP and the mm-wave
transceivers.

III. T ESTBED I MPLEMENTATION
Our novel implemented testbed brings the advantages of
SDRs to mm-wave applications and enables transmission of
arbitrary waveforms over wireless links at 60 GHz. It supports
variable data modulation schemes and adjustable frame formats. The hardware is composed of WARP [5], commercial
mm-wave transceivers from the Pasternack/VubIQ 60 GHz
development system [10], and connecting circuits for signal
adjustments as shown in Figure 3 and described in the following.
WARP is a platform for rapid prototyping of wireless
communication systems. In combination with the WARPLab
firmware, interfacing analog signals from MATLAB becomes
possible. We utilize two WARP nodes with extension boards
for providing in- and output of analog baseband signals. The
nodes are synchronized over Ethernet and controlled from one
MATLAB instance.
The Pasternack/VubIQ 60 GHz development system consists of a transmitter and a receiver with exchangeable horn
antennas. Throughout this paper, we use the narrowest available beamwidth of 7◦ . The transceiver boards provide adjustable signal amplifiers, filters, and mixers for up- and downconverting the signal to available channels specified in IEEE
802.11ad. All transceivers are equipped with internal clocks
but configured to share a common one for simplicity.
Since the output signals of the WARP do not match the
mm-wave transceivers’ input specifications and vice versa,
we need to adjust the baseband signals. At the transmitter
side, we convert the single-ended I/Q output of the WARP to
differential I/Q and attenuate the amplitude. At the receiver,
we amplify the signal again to get the maximum resolution
from the WARP’s analog-to-digital converters. Furthermore, we
add a low-pass filter to prevent aliasing effects. For these
signal adjustments we utilize common differential operational
amplifiers (‘op-amps’) and basic components mounted on
custom circuit boards.
Our implementation also incorporates data encoding
and decoding. We currently support single-carrier transmission with binary phase-shift-keying (BPSK) or quadratureamplitude-modulation (QAM). For delay detection and channel
equalization, we equip each transmission frame with a pre-

known BPSK encoded preamble. For each transmission, we
evaluate the BER over all data symbols as well as a signal
strength indicator of the received preamble. Throughout this
paper, we present our evaluation results using 4-QAM for data
encoding. With this modulation, we are able to transmit data
with an BER as low as 0.09 over an distance of 2 m.
IV. T ESTBED E XPERIMENTS
To demonstrate the practicality of eavesdropping on mmwaves, we conduct five different experiments that show:
1)
2)
3)
4)
5)

the feasibility of eavesdropping on reflections,
reflector location optimization,
freedom-of-space from scattering,
focused reflections for improved signal strength, and
reflections on common communication devices.

In all these experiments, we mount the transmitter on a rotating
table to steer the signal in different directions. This ensures
that the signal beam is in at least one orientation optimally
aligned to the receiver. We then place the receiving antenna
at different locations as seen in Figure 4. Depending on the
experiment, we evaluate different distances of Bob in direct
line of transmission and different angles of Eve with constant
distance to the reflector. Eve’s initial orientation is perpendicular to the transmission direction. In every experiment, we
conduct 100 iterations and state the 95% confidence intervals
for measurements of BER and signal strength. The signal
strength is expressed in dB and normalized to the noise floor
to be always greater than zero if a signal is received. In the
following, we discuss each experiment in detail.
A. Baseline and Setup
Before starting the individual experiments, we analyze the
baseline and measure the performance of Bob and Eve without
any objects in the beam. These measurements produce sopt ,
which is needed for the effective reflectivity and blockage
calculations via Equations (4) and (5) in subsequent experiments with reflectors. We distribute the antennas for Alice
and Bob at a fixed distance of 2 m away from each other.
The evaluated objects are placed in the center and optimally
oriented to reflect the signal towards Eve, who resides 1 m
away, oriented perpendicular to the transmission direction.
In optimal transmission without any objects in the beam,
Bob’s signal strength peaks at perfect alignment of 0◦ with
23.9 dB, as shown in Figure 5. Since we are using an antenna
with a beamwidth of 7◦ , the signal strength drops around 3 dB
locations of Eve

reflected signal
Alice

transmitted
signal
reflecting object

locations of Bob
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Fig. 4. Experimental setup showing the communication parties and location
variations analyzed throughout our evaluation.

C. Reflector Location Optimization
While the last section revealed the feasibility of eavesdropping on reflections, the question on where to place the
reflector is still unanswered. In our second experiment, we
aim to determine the optimal reflecting location that diminishes
the secrecy capacity of Alice’s transmission. We let the object
manipulator optimize its performance by varying the relative
object location within the beam. To cause the reflections, we
use a medium size metal sheet of size 70x70 mm2 . While the
reflector and the eavesdropper are at fixed locations separated
by 1 m, we set up the receiving antenna for Bob at distances of
1 m, 2 m, and 3 m away from the reflecting object. This results
in a communication distance of 2 m, 3 m, and 4 m between
Alice and Bob, respectively. The eavesdropping distance is
constantly 2 m. By varying only the distance of Bob and not
that of Eve, we ensure to maintain the same reflections in
all evaluation steps. However, varying this distance affects

signal strength [dB]

B. Feasibility of Eavesdropping on Reflections
In our first experiment, we evaluate the impact of an object
manipulator placing arbitrary objects in the signal beam to
cause reflections towards an eavesdropping antenna. Although
it is well-known that mm-waves reflect off metallic reflectors
and many other materials, we investigate the critical point
between reflector size and material and the effective blockage
and reflectivity. An optimal reflector maximizes reflectivity for
eavesdropping but simultaneously minimizes blockage to avoid
being detected. In particular we use a metal block and small
metal sheets of different sizes. We further use a block of wood
and acrylic glass as reflecting objects. Given the beamwidth
of 7◦ , all objects (except the acrylic glass) are significantly
smaller than the beam, which has a width of 12 cm at the
distance of 1 m.
The larger metal sheet and the wood block cause high
attenuation, while all other objects only marginally block
the signal. Apparently, metal causes strong reflections, but
their strength highly depends on the reflector’s size. Only
the smallest 10x10 mm2 metal sheet results in a low received
signal strength at Eve. Even the wood block and acrylic glass,
both with plain surfaces, cause considerable reflections. The
effective reflectivity r (Equation (4)) and blockage b (Equation
(5)) of each object is shown in Figure 6. The metal block
has an effective reflectivity of 96 %, which means that the
signal quality at Eve is nearly as good as at Bob. However,
this reflectivity comes with high blockage of 63 % and might
be easily detectable. The smaller metal sheets only block less
than 1 % of the signal and still provide a notable effective
reflectivity of up to 16 %. With a reflectivity of 47 % and a
blockage of 10 %, the acrylic glass is good tradeoff between
both characteristics.
All analyzed objects decrease the secrecy capacity cs
(Equation (6)) of the system. The small 25x25 mm2 metal
sheet decreases the secrecy capacity by 32 %. The metal block
of size 70x70 mm2 diminishes the secrecy capacity to 1 %,
meaning that Eve’s reception is nearly as good as Bob’s.
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Fig. 5. Received signal strength at Bob in optimal transmission without any
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Fig. 6. Reflectivity and blockage characteristics of different objects placed
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at an offset angle of 3.5◦ . Due to the narrow beamwidth, we
measure a signal strength of 0 dB at Eve which is unsurprising
since Eve resides outside the beam.
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Fig. 7. Achievable secrecy capacity with different objects in the signal beam.

the optimal received signal strength sopt at Bob in direct
transmission without blockage. For larger distances between
Alice and Bob, the relative eavesdropping distance decreases
and we observe different performances.
By just considering shadowing effects, we would expect
Bob’s signal strength sBob to decrease similar to sopt and the
effective blockage to be constant. In the line-of-sight (LOS)
setting, Bob always resides in the shadow region. However, as
seen in Figure 8, the blockage decreases with Bob’s distance.
This effect must be caused by diffraction, which still occurs
in mm-waves around small obstacles [11], [12]. Diffraction,
by implication, assists the eavesdropper in remaining invisible
by lowering the effective blockage. Furthermore, the effective
reflectivity increases with Bob’s distance. The reflected signal
does not change, but, since sopt decreases, the relation of Eve’s
over Bob’s signal strength becomes greater.
Since the effective reflectivity increases more than the
blockage decreases, the secrecy capacity decreases with Bob’s
distance. In this particular experiment, we observe the secrecy
capacity to decrease by 81 % when moving Bob’s antenna from
1 m to 3 m away. The optimal position for placing the reflecting

object is, obviously, close to Alice. By placing an object there,
Eve not only increases the reflected signal strength but also can
be less afraid of blocking too much of the beam.

E. Focusing the Reflected Signal Beam
To analyze if reflectors can bundle the signal power towards
the attacker, we use a planar, concave, and convex metal
sheet of size 100x200 mm2 as reflecting object. In contrast
to the previous experiments, we use larger reflectors, because
they are easier to bend to the correct curvature. Figure 11
shows the signal strength at Eve with these objects over
the transmitter’s azimuth angle. With the insights from the
previous experiment, it is obvious that the convex reflector
provides a low signal strength. However, slight deformations
of only a few millimeters are sufficient to optimally focus the
beam for our evaluation setup where Alice and Eve are are both
1 m away from the reflector. Doing so, we obtain an increase in
signal strength of 1.5 dB compared to the planar reflector. Since
we do not vary the size of the object, the blockage remains
constant, but as depicted in Figure 12, the effective reflectivity
varies. Concave reflectors bundle the reflected signal towards a
focal point at which very high signal strengths are achievable.
Object manipulators as well as nomadic attackers can exploit
this to obtain better eavesdropping performance. However, they
only benefit from focusing the signal beam when residing
exactly at the focal point, which makes it unfavorable for the
opportunistic stationary attacker. Even small misalignments
in position and orientation lead to massive losses in signal
strength.
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Fig. 8. Effective reflectivity, blockage and secrecy capacity for Alice and
Eve at fixed positions and Bob with varying distance. An increasing distance
of Bob leads to higher reflectivity and lower blockage and secrecy capacity.
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D. Obtaining Freedom-of-Space from Scattering
In this experiment, we analyze the freedom-of-space that a
nomadic attacker has in choosing its location for a fixed reflector and whether scattering helps the opportunistic stationary
attacker. The more locations from which Eve can successfully
eavesdrop as an attacker, the more likely an opportunistic
stationary attacker can be successful despite not moving itself
nor altering the environment. We setup this experiment as the
first one (Subsection IV-B), but instead of placing Eve only
perpendicular to the beam directions, we move her on a circle
around the reflecting object. Figure 9 shows the reflected signal
strength with different reflectors over varying eavesdropping
angles. With the metal block of 70x70 mm2 placed as reflector,
we observe a strongly decreasing signal strength when moving
away from the optimal position of 90◦ . With an offset of 7◦ ,
the signal strength already drops by around 10 dB. Round
objects like a porcelain cup and a metal shielded cup reflect
much weaker than the planar metal sheet. However, they
feature a nearly constant signal strength over a wide range
of eavesdropping positions; they scatter the signal to multiple
directions.
The secrecy capacities shown in Figure 10 support that
attackers residing not in the optimal reflection direction might
improve their performance with round reflectors. In this particular scenario, we observe that the round metal reflector
provides better reflections than the planar one at an offset
angle of approximately 10◦ . The attacker benefits from this
when only the coarse beam direction is known, or in the case
of being limited in movements as the opportunistic stationary
attacker is.
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F. Reflections on Common Communication Devices
Even normal communication devices—which will be
equipped with mm-wave hardware in the near future—cause
reflections towards potential eavesdroppers. These devices are

reflectivity

performance and that small scale diffraction helps to be
undetectable. By bending objects, we outline that concave
surfaces scatter the signal and increase the freedom-of-space at
cost of signal strength and that convex surfaces focus the beam
and increase the signal strength at certain positions. Finally,
we demonstrate that not only additional reflectors but also the
intended recipient’s devices can cause significant reflections
of mm-waves. A summary of all evaluated objects along with
their measurement results is provided in Table I.
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V. R ELATED W ORK
Eavesdropping on traditional wireless communication systems is typically assumed as always feasible. Signals are
transmitted omni-directionally, thus that attackers only have
to reside in range to eavesdrop. For mm-wave communication,
the eavesdropping requirements change. The highly directional
communication links are commonly seen as more resilient
against eavesdropping. To constitute the fundamental differences, we summarize related work on (1) signal propagation
and wireless channels characteristics of mm-waves, (2) raytracing approaches for mm-waves propagation, as well as (3)
incipient stages of physical layer security in mm-waves in the
following subsections.
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typically made of materials with high reflectivity. Both nomadic attackers and opportunistic stationary attackers can take
advantage of these reflections despite not being able to place
their own reflectors. To analyze how strong these reflections
are in practice, we place several communication devices in our
evaluation setup. In particular, we use an iPhone 6, a laptop,
and a Mac mini with different orientations. Again, we place
the devices at a distance of 1 m away from the transmitter
and receive the reflected signal at 1 m distance perpendicular
to the transmission direction. As shown in Figure 13, the
signal reflected at a laptop display achieves the highest possible
strength of 24 dB. This is as high as we observed in direct
transmission without reflectors. The side of the laptop, the
iPhone display, and the Mac Mini also achieve reflected signal
strengths between 14 and 19 dB. Only the side of an iPhone is
too small and curved to cause significant reflections towards
the eavesdropping antenna; the signal strength remains below
4 dB. These results imply that reflections can be caused by
not only specifically placed reflectors but also inconspicuous
everyday devices. In a typical communication scenario where
one device transmits to another, the signals reflected on the
surface of the receiver can enable a nomadic attacker as well
as the opportunistic stationary attacker to eavesdrop without
changing the environment at all.
G. Summary
In our practical evaluation with testbed experiments, we
show with simple objects that eavesdropping on reflected
mm-wave transmissions is possible and enables attackers to
reside outside the designated signal beam. We further show,
that varying the reflector position affects the eavesdropping

A. Propagation & Channel Characteristics
Early measurements of the 60 GHz channel characteristics
were taken in the 1990s [13] and revealed that the limiting
weather effects and atmospheric absorptions are negligible for
short distances [14]. However, it took some time to discover
the benefits for local wireless communication [15], [16] and
final standardization within IEEE 802.11ad [7] in 2012. Several
works analyzed how mm-wave signals reflect on building
materials and indoor structures [17]–[19]. Their findings imply
that reflections should not be neglected in indoor environments
and also enable communication via indirect line-of-sight paths.
[20] determined the blockage of certain objects and humans
in the signal beam. Diffraction turns out to be much less
relevant than in legacy communication systems [6], but still
occurs on small objects [11], [12]. Polarization of signals
is considered in [21] and turns out to be important due to
low multi-path effects. The work in [22] analyzes MAC layer
considerations of mm-wave propagation effects. Complete
statistical channel models for typical indoor environments have
been established in [6], [23] that enable precise simulations for
common wireless applications but do not incorporate special
effects such as small-scale reflections.
B. Ray-tracing mm-Waves
Since mm-waves propagation has a quasi-optical nature [24], ray-tracing becomes feasible for analyzing the
signal paths. Ray-tracing, typically applied for light-waves
and image generation in computer graphics, models reflections
and attenuation based on approximate solutions to Maxwell’s
equations and thereby predicts the received signal strength
at a certain position in a given environment. In [25], raytracing for mm-waves is verified by comparing real-world
measurements in a meeting room to a 3D model. Yet, due to
the small wavelength, slight position offsets lead to different
results, and the resulting channel predictions have deficits in
the time domain. Ray-tracing has also been proposed for lower

TABLE I.

S UMMARY OF ALL EVALUATED OBJECTS REFLECTING THE SIGNAL TOWARDS AN EAVESDROPPING ANTENNA OUTSIDE THE SIGNAL BEAM .

Analyzed Object

Size

Section

Effective
Reflectivity

Effective
Blockage

Secrecy
Capacity

Impacts

metal block
wood block
acrylic glass
metal sheet
metal sheet
metal sheet
metal cup
porcelain cup
metal sheet
convex metal sheet
concave metal sheet
iPhone display
iPhone side
laptop display
laptop side
Mac mini

70x70 mm2
70x70 mm2
100x200 mm2
25x25 mm2
10x10 mm2
70x70 mm2
cup size
cup size
100x200 mm2
100x200 mm2
100x200 mm2
n/a
n/a
n/a
n/a
n/a

IV-B, IV-D
IV-B
IV-B
IV-B
IV-B
IV-C
IV-D
IV-D
IV-E
IV-E
IV-E
IV-F
IV-F
IV-F
IV-F
IV-F

0.96
0.41
0.47
0.16
0.06
0.45
0.20
0.14
0.83
0.42
0.98
0.58
0.09
1.00
0.32
0.49

0.63
0.46
0.10
0.00
0.00
0.40
0.62
0.48
0.80
0.89
0.86
—–
—–
—–
—–
—–

0.01
0.16
0.33
0.68
0.95
0.12
0.30
0.46
0.00
0.00
0.00
—–
—–
—–
—–
—–

very good reflections but also high blockage
medium reflections and high blockage
good tradeoff between reflections and blockage
no blockage but still some reflections
too small for significant reflections
medium reflections and significant blockage
scattering to all directions
poor reflections but still scatters
good reflections but very high blockage
good scattering but very high blockage
focuses the reflections but very high blockage
good reflections
poor reflections due to non-optimal surface
perfect reflections
low reflections on non-solid surface
acceptable reflections

radio frequency indoor [26] and outdoor [27] propagation.
However, ray-tracing typically does not model diffraction and
interference, which makes it inaccurate for shadow regions
behind small-scale objects and multi-antenna systems. To the
best of our knowledge, no accurate ray-tracing models for
small-scale objects in mm-waves exist, which makes analyzing
the eavesdropping scenario with ray-tracing methods inappropriate.

C. Physical Layer Security in mm-Waves
Physical layer security aims to secure communication system based on signal propagation phenomena. One possibility
in this area is to extract symmetric keys from random channel
observations to encrypt the transmitted data on higher layers.
In [28], keys are extracted from a mm-wave channel impulse
response. Their experiments show that moving objects and
people in the environment cause significant changes in the
channel measurements, which increase the quality of extracted
keys. Another method that applies mm-waves for physical
layer security is based on jamming or artificial interferences.
For lower frequencies, jamming schemes that specifically
distort eavesdroppers are well known [29], [30]. A similar
approach in the mm-wave band uses a technique called antenna
subset modulation [31]. By utilizing only a random selection of
antennas in an array, the constellation in sidelobes blurs. While
the intended receiver in the desired direction is unaffected by
this, possible eavesdroppers are distorted and prevented from
decoding. However, an antenna subset is a relatively small
keyspace that might be revealed by known-plaintext attacks
as already shown against physical layer security mechanisms
in lower frequency [32]. In general, applying artificial interferences on mm-waves might have less impact on aligned
antennas. Directional antennas are less affected by jammers
to those they are not aligned to. Novel mechanisms to protect
mm-wave communication on the physical layer based on the
special propagation characteristics are necessary [3]; existing
security schemes cannot be simply applied to mm-waves.

VI. D ISCUSSION AND C ONCLUSION
Although millimeter wave communication systems are
often marketed as intrinsically secure against eavesdropping
from outside the signal beam, our practical work demonstrates
that this is not true. We introduce three distinct attacker models
against mm-wave communication systems, and design and
implement a mm-wave SDR testbed platform to practically
evaluate the attack performance.
Attackers of the object manipulator class can tamper with
the environment by placing objects in the signal beam to cause
reflections towards a fixed eavesdropping antenna. Using this
method, they can achieve good reflections with low blockage.
Our experiments show that it is possible to place objects in
such a way that reflections facilitate eavesdropping: objects as
small as 25x25 mm2 decrease the secrecy capacity by 32 %
with zero effective blockage. Sophisticated object structures
can focus the signal beam towards a certain eavesdropper. For
a fixed object size, the blockage remains nearly independent
from the object’s shape and orientation, but the effective
reflectivity towards a certain eavesdropping position varies.
Nomadic attackers fall into a significantly weaker attacker
class; they cannot actively manipulate the environment. Yet,
they can also achieve a very good eavesdropping performance
by exploiting reflections at the intended recipient of the communication. Our results show that device-incident reflections
of common communication devices, such as a desktop and
notebook computer or a mobile phone, are sufficient to enable
eavesdropping: essentially the mm-wave recipient becomes the
traitor to itself. For example, an iPhone display can yield a very
high reflectivity of 58 %. In such a scenario, the attacker only
has to find a good eavesdropping location, point its antenna
toward the receiver, and then eavesdrops on the reflected
signals that bounce off of the intended receiver.
The opportunistic stationary attacker is less powerful; it
must eavesdrop from a given location without being able to
manipulate objects. Our results show that round objects, such
as a coffee cup, disperse the signal into multiple directions,

thus facilitating attacks from opportunistic attackers. In most
cases, however, we found the signal to be too weak for
effective eavesdropping if the attacker was off by a few
degree from the optimal angle of reflection. More powerful opportunistic eavesdroppers, such as multiple cooperative
eavesdroppers launching a distributed attack, might be able to
make opportunistic eavesdropping practical, though.
Our findings prove that even highly directional mm-wave
transmissions are not intrinsically secure against attackers outside the beam. This motivates the design and implementation
of novel physical layer security mechanisms that exploit the
special propagation characteristics and high directionality of
mm-waves to secure wireless communication systems. Future
work should come up with possible countermeasures to prevent
against such low level eavesdropping attacks.
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