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Abstract—Several safety regulations, particularly concerning
the charging of electric vehicles (EVs) are developed to ensure
electric safety and prevent hazardous accidents, in which safety
requirements for the EV supply equipment (EVSE) and the EV
battery are two main driving factors. At present, quantitative
assessment of electrical safety considering the operation conditions
of large-scale EV charging stations (EVCSs) has still remained a
challenge. Driven by the hierarchy of hazard control mechanisms,
this article proposes a holistic approach to evaluate the electrical
safety of the large-scale EVCSs when coupled to renewable power
generation. Our approach mainly focuses on several topics on the
operational safety of EVCS primarily concerning: 1) the facility
degradation which could potentially result in a compromised EVSE
reliability performance and EVCS protection failure; 2) the cy-
berattack challenges when the smart charging and the communi-
cation between EVCSs and electric utilities are enabled; and 3)
the potential mismatch between the renewable output and EVCS
demand, which could trigger the system stability challenges during
normal operation and inability to supply the critical EV loads
during outages. The proposed framework will provide informative
guidelines to the EVCS operators for continuous monitoring and
effective management of the day-to-day EVCS operation.

Index Terms—Electric vehicle (EV), electrical safety, EV charg-
ing station (EVCS), risk management.

I. INTRODUCTION

THE transportation sector consumes a large portion of fos-
sil fuels with massive air pollution and greenhouse gas

emissions, which has raised significant environmental concerns.
Organizations and governments have set ambitious targets for
the integration of electric vehicles (EVs) into the modern power
grids to build, plan, and operate a clean and sustainable energy
landscape [1]. With the decreasing cost of EVs, the number of
EVs has increased dramatically, many EV charging facilities
have been constructed, and many large EV charging stations
(EVCSs) are being designed and planned to manage the charging
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needs of hundreds of EVs that are seamlessly integrated in the
modern power grids of the future.

Many standards and regulation policies related to safely oper-
ating an EV have been published, where the primary focuses are
on the battery pack, the plugs and connectors, and the EV supply
equipment (EVSE) [2]. EV battery performance and safety are
considered by the vehicle manufacturers to prevent the battery
from combustion, explosion, and other potential accidents re-
sulting from the failure and misoperation of the battery itself
[3]. The plugs and connectors, and the EVSE with electrical
safety protection features have also been addressed in several
standards from a safety standpoint. For instance, the Society of
Automotive Engineering (SAE) has published its recommended
practices for charging the plug-in EVs (PEVs). The SAE J1772
standard covers the general physical, electrical, and performance
requirements for the EV charging systems in North America
[4]. The SAE J3068 standard allows the EVs to fully utilize
three-phase ac power to charge the batteries. A high degree of
safety is recommended for the charging operation mode of the
PEVs to comply with the standard’s requirements [5].

The electrical safety considerations of EVCSs from the per-
spective of an EVCS operator are also investigated by policy
and research communities. Guidelines are introduced requir-
ing the EVCS design to meet the aforementioned standard’s
requirements, and the EVCSs are also required to be subject to
periodic safety assessments [6]. Fire safety when charging EVs
is discussed in [7]. The transformer loss-of-life due to the unco-
ordinated PEV charging in a parking garage has been analyzed
in [8]. The integration of photovoltaic (PV) system and the use
of smart charging algorithms can avoid the transformer aging
and early replacements. An advanced communication system
for EVCSs brings about additional opportunities for the EVCS
operator, where a communication assisted protection strategy
can alleviate the faults and ensure a safe charging of the EVCS
[9]. In [10], the cloud has been used as a platform for online
monitoring and analysis of the EVCS data and power quality
assessments.

EVCSs can also play an important role in power systems
when the communication-assisted smart charging algorithms are
deployed. Communications between the EVCS and the utility
allow the EVCSs to effectively respond to the utility signals
during the system transient operating states, acting as distributed
energy resources (DERs) and achieved through effective control
of EVs’ charging and discharging schedules. The communi-
cation between the EVSE and the smart meters connected to
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EVs also enables the EVCS to manage the charging schedule of
PEVs so that the EVs can mainly charge the batteries during the
off-peak hours with low electricity prices. It will also increase
the grid flexibility by dispatching the EV loads. The contribution
of EVCSs to maintain the grid stability and enhance its flexibility
will be significant with the increasing penetration of EVs in the
coming future.

While the EVCSs with communication systems enable ad-
ditional benefits to EVCS operators and the grid performance,
this cyber-physical system reveals significant challenges to its
own operation as well as the grid performance and has to
be well investigated to ensure a safe and secure operation of
both. Several research efforts have focused on modeling the
cyber-physical power systems and evaluating the impacts [11],
[12]. The cyber security and cyber reliability of the distribution
systems and the demand side are also studied in [13]–[15]. The
EVCS design should also consider the security and reliability of
its cyber-physical system and its impacts on the system stability
performance. These factors are interdependent [16], [17], and
the risk may increase if such factors and their correlation are
ignored through the EVCS design and procurement practices.
Risk assessment for power dispatch, considering the uncertainty
in intermittent wind and PV power output, has been studied in
[18] and [19] to address and quantify the cost of expected energy
not supplied (EENS) in the system. EV load characteristics
should also be considered during the EVCS design procedures
to address the prescribed safety requirements for the EVCSs
during the operation. Since the EV customer behavior and
the corresponding load have different power supply reliability
requirements, inability to supply some critical EV loads may
cause catastrophic consequences in the grid operation.

The EVCS safety depends on how well the risk management
and control mechanisms are implemented within the design pro-
cesses to prevent hazardous conditions and catastrophic conse-
quences [20]. Centered on the hierarchy of risk control measures
[21] that are widely used in safety management systems, we
propose a systematic approach to evaluate the electrical safety
of EVCSs. The main contributions of this article are summarized
as follows.

1) We introduce an EVCS architecture and address the EVCS
safety considerations in its cyber-physical system and its
interactions with the power grid.

2) We discuss the interdependence of the safety requirements
with the EVCSs operation and develop a risk assessment
framework to evaluate its electrical safety.

This article is organized as follows. Section II presents the
suggested EVCS architecture. Section III presents its electrical
safety considerations and introduces the developed risk assess-
ment model for EVCSs. Section IV presents the numerical
case studies and simulation results, followed by the concluding
remarks in Section V.

II. ARCHITECTURE OF AN EVCS

With the emerging advancements in the EV charging tech-
nologies, there are three main methods [22] widely used to
charge an EV: 1) conductive charging, where the battery is

connected by a cable and plugged directly into an EVSE; 2)
inductive charging, also called wireless charging, where the elec-
tricity is transferred through an air gap from one magnetic coil
in the charger to a second magnetic coil fitted into the car; and 3)
battery exchange, by swapping the EV battery with fresh ones
in a battery swapping station (BSS). The conductive charging
method is currently preferred by the EV operators due to its
lower cost, higher efficiency, and simpler business model. Some
testbeds based on the conductive charging mechanism have been
built to test the operation of large EVCSs; for instance, the EVCS
at the Argonne National Laboratory with seven EVSEs [23] and
the EVCS in Caltech with 54 EVSEs [24].

A. EV Charging Standards and Requirements

The charging level describes the power level of a charging
outlet using conductive charging mechanisms. Based on the SAE
J1772 in 2017 [25], there are two ac and two dc charging levels
as follows.

1) AC level 1, also known as home charging, supports the
voltage level of 120 V with max current level of 16 A.

2) AC level 2, supports 208–240 V and the maximum current
is 80 A. As the maximum power here is 19.2 kW, it may be
utilized at home, workplace, and public charging facilities.

3) DC level 1, with the dc output voltage of 50–1000 with
the maximum current of 80 A.

4) DC level 2, with the same dc output voltage as dc level 1,
but a maximum current that can reach 400 A.

While both ac levels require the EV with an on-board charger
to receive the single-phase ac power from the EVSE, the dc
levels charge the EV battery directly with dc power using
off-board charging, where the dc power can be converted from
both single- and three-phase ac power supply of the utility. In
contrast to SAE J1772, SAE J3068 in 2018 is a recommended
practice for conductive charging that utilizes three-phase ac
power. Presenting a symmetric three-phase load enhances the
grid stability, especially at high power levels. The SAE J3068
standardizes an ac three-phase capable charging coupler and
digital control protocols, offering sufficient power and reliability
for the commercial vehicle market with heavy-duty vehicles
[26].

With bidirectional digital communications between the EV
and the EVSE via single-wire base-band signaling for local con-
trol, a large three-phase EVCS provides low-cost, less-complex,
and highly reliable charging of EVs. It can also supply both ac
and dc power based on the customer preferences. Furthermore,
large three-phase EVCSs using conductive charging can operate
as DERs to support the grid. The IEEE Standard 1547 in 2018
provides requirements relevant to the performance, operation,
testing, safety considerations, and maintenance of the intercon-
nection between utility electric power systems (EPSs) and the
DERs. The requirements are universally needed for interconnec-
tion of different types of DERs [27], where inability to address
such requirements may lead to cascading failures in power
systems. For instance, tripping of wind farms during a storm
resulted in a major blackout in South Australia in 2016, affecting
650 000 customers [28]. Thus, it requires the EVCS operators to
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Fig. 1. Overall architecture of an EVCS.

not only account for the traditional considerations of the EVSEs,
but also capture the safety of the EVCS cyber-physical system
and their interactions with the grid.

B. Proposed EVCS Architecture

We aim at large-scale EVCSs, corresponding to the long-
term-parking locations, such as parking garages and parking
lots. These EVCSs typically offer 5–25 kW charging capacity
through EVSEs (some of them may also offer charging power
of 26–60 kW). Only a few EVSEs with the charging capacity
of more than 60 kW will be installed by the EVCS operators as
the EVSEs with very high charging capacity come at higher in-
stallation costs [29], higher degradation of the battery life cycle,
and higher charging cost as they may get charged during peak
hours with premium electricity price. An EVCS with several
EVSEs typically consist of three parts: 1) the physical system
that provides the EV charging services; 2) the communication
system; and 3) the control center. In compliance with the recent
recommended practices and standards, an architecture for a large
EVCS is proposed to manage charging of tens to hundreds of
EVs that also act as DERs in the grid. The proposed architecture
considering the EVCS cyber-physical system is shown in Fig. 1.

The EVCS’s physical system is demonstrated in black and
is connected to the distribution grid through a step down trans-
former. An LC filter is used to filter out harmonics and a voltage
source converter (VSC) is used as the ac/dc converter to maintain
the dc-link voltage of the capacitor and control the reactive
power. The VSC can operate in four-quadrant, and the reactive
power injection/absorption is accomplished with the dc-link
capacitor. Bidirectional dc/dc converter is used to control the
active power. While most current EVSEs have independent ac/dc
converters and connect separately to the ac busbar, the EVSEs
can share the same ac/dc converter and have multiple parallel
dc/dc converters on the dc busbar when EVs are charged with
dc power.

The communication system is illustrated in blue. The cyber
system transmits the signals between the physical system and
the control center. Direct load control can be achieved by en-
abling and disabling the EV charging, or through proportional

Fig. 2. EVCS operation states and priority diagram as a DER.

Fig. 3. Recommended ride-through priority and mode selection diagram.

adjustments in the duty cycle of the dc/dc converter. The control
center can coordinate the load control of EVs to enable smart
charging, and the EVCS can participate into the utility demand
side management programs as a DER. The control center will
also communicate other signals with the utility. Many EVCS
operators analyze the data and run the EV scheduling algorithms
on the cloud [23], [24], and thus, the communication between
the EVCS and the cloud is also enabled.

The control center with a site monitor and the operation and
control platform can monitor and control the EVCS directly
or implement the signals sent from the utility and the cloud.
Based on the IEEE Std 1547–2018, a DER shall change the
operation state based on the DER response priorities. Different
operation states of the DER are illustrated in Fig. 2. The EVCS
operator checks the communication signals and grid conditions
to decide on the operating states. For instance, the EVCS should
trip in no more than 2 s when it receives the signals from the
utility to disable permit service. The control center can also
adjust the active/reactive power management modes based on the
operation requirements. According to the standard, there are two
active power management modes and four reactive power man-
agement modes for DERs. The DER can select different control
modes during normal operation conditions and ride through,
based on the ride-through priority. A recommended ride-through
priority and mode selection diagram is shown in Fig. 3. The
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Fig. 4. Risk management framework for the EVCSs.

voltage-active power mode is disabled in default. Once the
mode is ON, e.g., if the Active Power Mode Selection Signal
“−1” is sent from Area EPS to the DER operator, a Switch will
select the second data signal and the Compare function will then
select the lesser of the power value between the frequency-droop
mode and voltage-active power mode. Reactive power control
functions include constant power factor mode, voltage-reactive
power mode, active power-reactive power mode, and constant
reactive power mode. The DER needs to be capable of activating
each mode one at a time. Multiport switch is used to achieve
this selection, e.g., if Reactive Power Mode Selection Signal “1”
is sent from Area EPS to the DER operator, port 1 is selected,
and then, the voltage-reactive power mode is activated. Constant
power factor mode with unity power factor setting is the default
mode of the installed DER, thus, Signal “4” is selected in the
default mode.

III. PROPOSED RISK MANAGEMENT MODEL FOR EVCSS

The proposed risk management framework of the EVCS is
shown in Fig. 4 and includes three layers: 1) safety considera-
tions of EVCS; 2) risk assessment; and 3) risk control. The safety
considerations in different layers of EVCS are explored, risk
assessment analytics are suggested, and finally, the integrated
analysis and comparisons are done in the design and planning
procedures to meet the requirements of the hierarchy of risk
control measures.

A. Safety Considerations and Mitigation Methods

The electrical safety offered by the EVSE can be defined, as
the probability that it will continue to properly carry out its duties
without causing a dangerous voltage to appear on a touchable
surface due to random faults. Some faults may compromise
safety, but not the functionality of the charger, which may keep
working. This very hazardous situation is even more crucial
in large-scale EVCSs, which are publicly exposed. Because
electrical safety of the EVCS decays in time, it should be be
assessed to prevent hazardous situations, such as people injury,
device damage, unstable operation of the grid, and discontinuity
of power supply to EV load. Safety considerations in Fig. 4
include all three layers of the EVCS. The reliability of the EVCS

components, cyber security of communications, and flexibility
of EVCS operation should be considered to reduce the risk and
mitigate the impacts of the potential hazards.

Conductive charging requires the customers to plug in their
EVs to the EVSEs, and thus, the EVSE design should protect the
customer against electric shock when the EV is being charged.
The protection against electric shock is achieved by imple-
menting two layers of protection—the basic protection (i.e.,
preventing persons from being in contact with energized parts)
and fault protection (i.e., protection in the event of failure of the
basic insulation), which is generally obtained via disconnection
of the supply. The International Electrotechnical Commission
(IEC) defines different charging modes and describes the safety
communication protocol between EV and EVSE [30]. Charging
mode 3 should be used for ac charging, and charging mode 4
should be used for the fast dc charging in large-scale EVCSs.
The two charging modes have control and protection functions
installed permanently. The reliability of the EVSE components
with electrical safety protection features should also be mon-
itored by the control center and assessed by periodic safety
inspections. For instance, the potential failure of ground fault
circuit interrupter breaker or charging circuit interrupting de-
vices due to environmental factors (e.g., humidity and aging),
or vandalism activities such as copper theft, can create a dan-
gerous situation for EV customers when they are in touch with
the EVSE. The cyber reliability is also very important to the
EVCS—if the router is down, the EV load management signals
could not be implemented, and the communication between the
utility and the EVCS also fails. Hence, a very large EVCS should
have backup router and battery resources to support the EVCS
communication system at minimum cost.

A well designed protection system in EVCS to have a swift
fault clearance is also a main factor to ensure the EV charging
safety and protect the EVCS equipment. Over-current protection
is a major protection function for EVCSs. Adaptive protection
with communication assistance is recommended to coordinate
the protection devices and to change the protection algorithms of
circuit breakers when necessary [9], [31]. However, performance
of the adaptive protection primarily relies on the EVCS cyber
layer. In cases of delays in signal communications (or cyber
system) and protection device failure, the risk will increase
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significantly. Hence, hierarchical protection design, in which
the upper layer acts as the backup protection for the lower layer,
should still be featured and embedded in the adaptive protection
to account for communication failure. The use of communication
also makes the EVCS protection vulnerable to cyberattacks.
The attacker may disable the protective devices, which may
potentially compromise the electric safety. Corrective protection
should be used to safeguard the EVCS if the adaptive protection
devices fail to trip. For example, power devices, such as IGBTs,
can switch OFF when they reach their current limits. In addition,
with the EVCS cyber-physical system, the circuit breaker con-
ditions can be uploaded to the EVCS control center, which can
guide necessary maintenance and life-cycle management using
condition monitoring data [32]. Algorithms to detect the device
malfunction and cyberattacks can also be developed to enable
the EVCS control center to monitor its performance at all times.
Suitable fire detection and warning systems should be installed
to detect fire scenarios during the charging, which may also be
contributed by other factors (e.g., high temperature in summer).

The cyberattack to the internal communication system of
EVCSs or the advanced metering infrastructure (AMI) that
enables the communication between utility and EVCSs could
also affect the grid stability. For example, the attacker can
send the disabling permit service signal to trip the EVCS
from the grid. This may cause cascading failures when the
grid operates in a marginal operating condition. The attacks
targeting the EVCS internal communication system and AMI
may have limited impact, and the likelihood of manipulating
the communication between the utility and the EVCS may be
low when the utility connects the DERs using isolated optical
fiber systems. However, the EV load management and control
employing cloud services expose the EVCS and the grid with
additional vulnerabilities to cyber threats and outside intruders.
Particularly, the great exposure and interactions of the EVCS
energy management systems and the public Internet will change
the communication system in power grids from isolated systems
to the attack and defend mode, giving birth to a myriad of cyber
threats. For example, the distributed denial-of-service (DDoS)
attack can coordinate the DoS attacks to cause serious delays
or failures in the data transmission between EVCSs and clouds.
As a result, the EVCSs may not respond to the frequency distur-
bances and fail to coordinate with the main grid services during
the ride-through operation. The attacker can also send signals to
EVCSs to continuously switch ON/OFF the EV load and thereby,
can cause grid oscillations. With massive integration of EVCSs
in the coming future, the consequences arising from any of the
above-mentioned disruptions may be far higher than before,
potentially leading to cascading failures and major blackouts
in bulk power grids. Hence, the large EVCSs should run the EV
load management and control algorithm on their own computer
or the utility server, while other data can be uploaded to the
public cloud so that the cloud can only read/store the EVCS
data.

EVCSs are allowed to over subscribe the EV charging if the
total load at any time is within the supply system safety limits.
Smart charging considering the EVCS and grid constraints
can be implemented to achieve this and avoid the possible

overload and temperature rise of the transformer connected
to the EVCS (which will otherwise result in an accelerated
transformer loss-of-life). The smart charging assisted by EVCS
communication system can also facilitate the EV load recovery
after interruptions. The interrupted EV load during the outages
can be charged back to the required state of charge (SOC) as
long as the EVSE is able to supply the remaining EV load
demand before the EV departure time. Although the cold start
status—that asks the EVs to start charging within a random
time up to 15 min following the interruption—will not allow
a simultaneous charging of the EVs and causes the transient
stability problem in the grid, the uncoordinated charging still
allows all EVs to charge after a short time period and may
violate the grid operation constraints. On the contrary, smart
charging with communication can estimate the EV load and
schedule the charging considering both the transient stability
of the grid and steady-state grid operation constraints. Hence,
the EVCS communication should be supplied by the backup
batteries during the interruption or in the recovery process before
EVs start to charge. Large EVCSs with major charging power
between 26–60 kW or more than 60 kW are most suitable for
areas where drivers park for less than half an hour, such as
restaurants. These EV loads are usually regarded as critical loads
and may charge during the premium electricity price period.
Distributed generators and storage units can be used to mitigate
the increased peak loads in such EVCSs and supply the load
during the interruption. It is worth mentioning that continuous
supply of some critical EV loads (such as hospital EV fleet) is
very important as failure in doing so may cause catastrophic
consequences. One approach is to build or increase the capacity
of the uninterrupted power supply system considering the EV
loads. Other alternatives can be to use the plug-in hybrid EV
(PHEV) fleet or build the BSSs which reserve the fully charged
batteries for the fleet and locate the BSS within short distances.

The safety distance to prevent the EVCS workers from arc
flash hazards should also be considered by the EVCS operators.
The arc flash boundary for the EVCSs with ac busbar can be
calculated by the IEEE Std 1584-2018 [33]. Additional research
needs to be done to address the arc flash boundary for the EVCSs
with dc busbar. RF hazards [34] need to be considered for large
EVCSs with the inductive charging that may be built in the
future. To the large BSSs using robotic arms to swap the EV
batteries and automated factory to manage and charge the batter-
ies, several issues mentioned earlier (e.g., EVCS cyber-physical
system) should still be complied to ensure an electrically safe
BSS operation.

B. Risk Assessment Metric

A hazard is defined as the potential for harm and includes
all aspects of technology and activity that produce risk. A risk
is the likelihood that a hazard will cause harm. In response
to the identified hazardous situations for the proposed EVCS
architecture and the corresponding safety considerations, we
here provide a systematic tool to analyze the risk of EVCSs
and take a promising risk control action.
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1) Risk of Injury or Health Damages: The risk score Ri

related to an identified hazard is a function of the likelihood
of occurrence of the injury or health damage Poi and the
subsequent impacts and severity Sei of the event i, calculated
using (1). The total risk score Rt which is assessed in (2), is the
sum of the risk scores Ri over all potential risk scenarios.

Ri = Poi × Sei (1)

Rt =
∑

i

Ri (2)

Rt includes the risk of exposing customers to dangerous voltages
during the EV charging, workers to potential arc flash during
the maintenance, etc. It varies with time and is affected by the
effectiveness of site inspection and maintenance. While Rt can
be used to estimate the total risk of an EVCS, a heat map of
the Ri can be generated with Po and Se as the two axes in
order to prioritize the safety issues and take additional controls
for events with higher Ri. Although the risk score approach is
a semiquantitative method and could not quantify an accurate
risk measure, it is a widely used risk assessment method to
estimate the risk and can help an effective decision-making and
risk control to hazards, including, but not limited to, shocks
and electrocution, burns, etc. [35], [36]. The estimated total risk
score Rt reflects the current state of risk for the EVCS and can
be calibrated by real-world operation data.

2) Risk to Power System Operation: Another risk index is the
energy not supplied factor ENSF. First, the EENS is calculated
using (3) and reflects the grid reliability status and its ability to
continuously serve the demands. EENS and EENS′ are the sum
of the energy not supplied with and without EVCS during each
outage event j. The contribution of the EVCS to the changes in
the EENS of the system is then assessed via equation (4)

EENS =
∑

j

EENSj (3)

ENSF = α(EENS − EENS′) (4)

where α indicates the contribution factor of an EVCS to the
EENS, and is calculated as the ratio of the EVCS rated capacity
to the total capacity of EVCSs that contribute to the interruption.
The EV load interruption may not contribute to a large increase
of the EENS if the mobility and flexibility of the EV load is
taken into account and utilized during feeder-level interruption
recovery. Some utility-level interruptions can also be mitigated
when the EVs are charged and ready to supply the grid sev-
eral hours earlier than potential disruptions. Hence, EVCS can
contribute to a decrease in EENS. However, EVCSs’ failure to
ride through and respond to the grid disturbance may lead to
a transient stability problem that may finally affect the system
reliability and increase the EENS. Hence, ENSF is proposed
to reflect the risk of the EVCS cyber and operation layers that
contribute to the interruptions.

Approaches on power flow [19] and Monte Carlo simula-
tion analysis are typically used to calculate the system EENS.
The state-of-the-art methods could not quantify the impact of
communication system and the flexibility in the EVCS smart
charging on EENS. The cyber-physical system impact of the

EVCS on the grid and computation of EENS need a cosimulation
framework of the cyber-physical power system and integrated
evaluation of system stability and reliability. Future work needs
to be done to address these research topics. Here, in this article,
we introduce the stability risk indexSr to qualitatively reflect the
risk imposed by the EVCS cyber layer to the system stability and
reliability performance. Qualitative risk assessment is a simple,
yet fast and effective, approach commonly used when numerical
data are inadequate or unavailable [37]. The risk levels of Sr are
here classified as “very low,” “low,” “medium,” “high,” and “very
high.”

C. Discussions on Risk Control

We have discussed several mitigation methods against several
hazards facing the EVCS operation. Most mitigation approaches
are for the earlier stages in the hierarchy of risk control and
should be considered during the EVCS design procedures which
are less impacted by the supervision performance and human
error. However, a large EVCS with several electrical safety
considerations may require sophisticated design and high in-
vestments focused on its cyber-physical system. The EVCS
operator may wish to maintain a certain level of electrical safety
at minimum cost. For example, the EVSEs with safety features
are mandatory for all EVCSs considering that the generality
of users has minimum knowledge on the electricity, but other
EVCS designs are selected based on the EV load characteristics
and load demand. The storage or the uninterrupted power system
needs to be considered when the EVCSs supply critical EV load
routinely. Cyber security of EVCSs with high power capacity
and with a DER role to support the grid need to be rigorously
checked.

We define the EVCS cost per unit of power ($/kW) as an index
to indicate the economics of the investment

Cu =
Capital cost + Operational cost

Rated capacity
(5)

where Cu reflects the life-cycle cost of the EVCS. As shown
in Fig. 4, the EVCS design and operation need to consider
all indices and do the trade-off among all of them (Rt, Sr,
or Cu) when necessary. For instance, an EVCS with a few
EVSEs can maintain the basic communication function and use
the cloud to manage the EV charging, as it has little impact on
the grid. With the same features, a large EVCS with hundreds
of EVSEs will have higher Rt and Sr. However, large EVCS
might simultaneously reduce the three indices when adding
the cyber security enhanced monitoring and control system.
For instance, predictive maintenance can be done based on the
advanced monitoring system in order to minimize the risk of
load interruption. This in turn may reduce the operation cost
due to reduced inspection frequency and economic losses. To
simplify the process and show the effectiveness of the proposed
risk assessment model, we also use the qualitative method to
represent the Cu values.
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TABLE I
TOTAL RISK SCORE FOR THE EVCS IN CASE 1

IV. NUMERICAL CASE STUDIES

This section compares the performance of the EVCSs with
different designs using the proposed risk assessment model and
the two indices of Rt and Sr. All EVCSs are assumed to have
the total capacity of 1 MW, and the EVSEs in the EVCS are of
the same type with the charging capacity of 20 kW. Hence, the
EVCS can use up to 50 EVSEs to charge the EVs simultaneously.
The following four cases are discussed:

1) Case 1: An EVCS with no communication and uncoordi-
nated charging.

2) Case 2: An EVCS with smart charging using public com-
munication system, but no grid support as a DER.

3) Case 3: An EVCS with smart charging using public com-
munication, and also working as a DER.

4) Case 4: An EVCS with smart charging, also working as
a DER to provide grid support, but using isolated utility
AMI and server to communicate signals.

A. Risk of Injury

A large EVCS may have several situations that can cause
electrical hazards. We classify the electrical hazards into the
following categories: 1) electrical shock to EV customers; 2)
electrical shock and arc flash hazards to workers; and 3) fire
hazard caused by the EV charging that may affect the personnel’s
safety. It is important to note that the electric shock hazard
during charging greatly depends on the electrical characteristics
of the charger (e.g., Class II chargers equipped with an isolation
transformer) [5]. We evaluate the severity of the possible injury
or damage to health Se, and likelihood of occurrence of such
incidents Po in EVCS based on the risk assessment process
criteria of [35]. We assume that the EVCS in Case 1 has the
Sei and Poi values as shown in Table I. Therefore, the total
risk score Rt is the summation of Ri for all hazard categories
and equals 138. The Se values are similar in all studied cases.
The Po includes the frequency and duration of exposure Fr,
the likelihood of occurrence of a hazardous event Pr, and the
likelihood of avoiding or limiting injury or damage to health
Av. The Fr and Av values will also be similar in different
cases where EVCSs have similar number of customers and
physical facilities. With the enhanced cyber layer in EVCS, the
Pr decreases. The Pr with a value of three indicates that a
hazardous event is likely to happen, the Pr with a value of two
means the hazard has a rare chance to happen, and Pr value of
one means a negligible possibility of the hazard. We assume that
the EVCS in Case 2 and Case 3 will decrease thePr values of the
three hazard categories to 2, 2, and 1, respectively. The EVCS

TABLE II
INDEX COMPARISONS IN DIFFERENT CASE STUDIES

Fig. 5. Modified IEEE 13-node test feeder.

in Case 4, with further considerations of cyber reliability and
security, will decrease the Pr value to 1, 1, and 1, respectively.
The Rt value in all cases are shown in Table II.

B. Impacts on Power Grid Stability and Reliability

We assume that the EVCSs oversubscribe 20 EVSEs for Cases
2–4 so that the individual EV customer behavior has a little
impact on the EVCS charging capacity. We also assume the
EVCSs as DERs in the grid in Case 3 and Case 4, following the
grid code of IEEE 1547–2018. The DER ride-through priority
and mode selection is based on Fig 3. The voltage-reactive
power setting of the EVCS follow the default setting of the
Category B DER requirement and the response time is set to
1 s. The frequency-droop operation of the EVCS during an
abnormal condition in the Area EPS follows the Category III
DER requirements, the frequency dead-band is set to 0.2 Hz,
and the response time is set to 0.2 s.

The IEEE 13-node test feeder [38] is modified to test the
interconnection impact of the EVCS to the the grid, the one-line
diagram of which is shown in Fig. 5. The original load keeps the
same and the total load is 3.58 MW. We assume there are three
same EVCSs with the rated power of 1 MW at node 635. So,
the aggregated EVCS capacity is 3 MW. The PV system is also
located at node 635 with the capacity of 4 MW and the maximum
power point tracking technology with the power factor of one.
We assume a steady-state initial operation of the feeder during a
typical summer day, when the EVCSs are charging the EVs with
0.2 MW, and the PV output is 2.17 MW. The nominal line-to-line
voltage rating of the feeder is 4160 V and the grid supply 1.01
per unit at node 632. The MATLAB/Simulink software package
is used to run the electromagnetic transient (EMT) simulations
and illustrate the EVCS response as DERs. The simulation step
is 2.5 × 10−7 s.
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Fig. 6. Low-voltage ride through of the EVCS.

Fig. 7. Comparisons of the EVCSs voltage response during the transients.

Three-phase programmable voltage source is used as the grid
supply at node 632 to generate the voltage event, where the
EVCSs operate under the voltage-reactive power mode. The
EVCS voltage curve is shown in Fig. 6. The EVCS can ride
through the voltage event and avoid a trip if its design allows
for may-ride-through ranges of grid voltage. Hence, the EVCSs
should be designed and built to withstand specified abnormal
conditions and support the grid stability and reliability while
still protecting the equipment from damage and ensuring person-
nel safety. Fig. 7 shows different voltage responses during the
voltage event. Compared with the grid voltage at node 632, the
voltage at node 635 without reactive power injection of EVCS
but with PV power output, is higher in Case 2. The voltage at
node 635 with reactive power injection of EVCS and PV power
output in Case 3 and Case 4 is higher than both voltage curves
after the required voltage-reactive power response time. This is
because the R and X values of distribution overhead lines in
the medium-voltage distribution network are similar, where an
increase in both nodal active and reactive power will increase the
voltage. The reactive power injection to the grid during the low
voltage event will bring more benefits when there are induction
loads such as air conditioners. However, the EVCSs in Case 3,
employing public communication system to select the control
mode and monitor the station, is more vulnerable than that in
Case 4 due to potential communication delays and failures.

A frequency event is also generated by the grid supply at
node 632 to test the frequency response of the EVSEs. The grid
frequency drops, starting from 60 Hz at 1 s to 59.3 Hz, and then
recovers back, as illustrated in Fig. 8(a). The EVCS responds
to the frequency event after 0.2 s, when the grid frequency
reaches its low-frequency dead-band of 59.8 Hz. It can be seen in

Fig. 8. Frequency response performance. (a) Frequency of the grid, (b) Fre-
quency response of the EVCS.

Fig. 8(b) that instead of charging 0.2 MW before the frequency
event, the EVCS reduces the charging power and starts to supply
power to the grid when the grid frequency declines. Different
from the controllable reactive power output that can provide
local voltage support, the active power output of all resources can
impact the system frequency and wide-area system stability [39].
EVCS frequency support with the frequency-droop design in
Case 3 and 4 will be more beneficial when the number of EVCSs
in the system increases, and is highly effective when the system
integrates more intermittent renewable sources such as solar and
wind. However, the EVCSs frequency support in Case 3 is more
vulnerable to the communication delay and malfunctions as the
EV power schedule is managed by the public cloud. In case of
successful information acquisition and a cyberattack to public
network or cloud, the bulk power system safety is threatened and
system wide blackout may happen due to inability to preserve
the system stability thresholds.

Based on the above analysis, the EVCS in Case 2 has higher
stability risk due to the cyber vulnerability. The EVCS in Case
3 has “medium” Sr value as the EVCS can ride through the
gird disturbance when no cyber hazard occurs. The EVCS in
Case 4 has “low” Sr value as the cyberattack probability is low.
The EVCS without communication with the utility and cloud in
Case 1 will not be affected by the cyber system performance,
but the uncoordinated charging increases the chance that the
grid operates near marginal conditions, thereby, the Sr value is
“high.” The Sr values for all cases are also included in Table II.

C. Comparisons

As the EVCSs in all four test cases use the same facilities
in the physical layer, the EVCS in Case 1 has little investment
cost for cyber layer and the Cu is “low”. The Cu values for
EVCSs using public communication system in Case 2 and 3 are
“medium”. The Cu value for EVCSs using isolated communi-
cation system is “high” considering the extra investments in the
communication system. However, the EVCS using uncoordi-
nated charging in Case 1 may not do the EVSE oversubscription
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and require transformer and distribution line upgrades with a
higher operation cost. So the Cu value in Case 1 may increase.
The Cu value for the EVCS using the isolated communication
system may decrease if the utility has built the AMI with an
isolated communication system for gird modernization. As can
be seen in Table II, the EVCS configuration in Case 4 has the
lowest risk. Although the isolated communication system for
EVCSs in Case 4 needs extra investment, it may be preferred by
the utilities.

V. CONCLUSION

This article discussed several safety considerations around
large EVCS. In order to ensure a safe operation environment of
the EVCSs, they need to not only follow the safety requirements
for EVSEs [4], but also comply with other existing standards
and guidelines, such as the arc flash boundary [33], grid in-
teroperability [27], periodic inspection [6], fire safety [7], and
maintenance related to the EVCS facilities discussed in National
Fire Protection Association (NFPA) 70B and Canadian Stan-
dards Association (CSA) Z463 [40], etc. We have also analyzed
the safety considerations of the proposed EVCS cyber-physical
system in different layers. Furthermore, a risk assessment model
for large EVCSs is proposed, enabling the EVCS operators to
evaluate the electrical safety using the hierarchy of hazard con-
trol methods. Numerical case studies demonstrated that the risk
assessment model for EVCSs can effectively evaluate the safety
considerations of large EVCSs and help informative planning
and operation decisions.
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